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The Home Computer!
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Ukraine – 2015



A Brief History of Critical Infrastructure Hacks

2010 – Stuxnet (Iran nuclear program)

2011 – DDoS against US banks (attributed to Iran)

2013 – Rye Brook, NY Dam Attack (attributed to Iran)

2015 – SWIFT Banking system attacks (attributed to N. Korea)

2017 – WannaCry (UK NHS and others)

2017 – Petya/NotPetya (multiple targets: Maersk, DLA Piper, DHL)

2018 – Schneider/Triconex (Saudi petrochem target)



But What’s Critical Infrastructure Anyway?
“The Nation's critical infrastructure provides the essential services that underpin 
American society.”

Presidential Policy Directive 21 (2013)

Sixteen Sectors identified by the Dept. of Homeland Security:

- Chemical - Commercial Facilities
- Communications - Critical Manufacturing
- Dams - Defense Industrial Base
- Emergency Services - Energy
- Financial Services - Food & Agriculture
- Government Facilities - Healthcare and Public Health
- Information Technology - Nuclear Reactors, Materials & Waste
- Transportation Systems - Water & Wastewater Systems



There’s a fix for all this, right?



Good thing the government runs the infrastructure…

Roughly 80-85 percent of what is considered critical infrastructure is not owned or 
operated by the federal government. So what are the priorities?

- Information sharing: indicators found by one organization should be shared 
among all those concerned.

- Facilitating vulnerability assessments: establishing what issues are present for 
each provider of critical infrastructure.

- Deploying tools and resources: providing public resources to aid firms in 
mitigating their cybersecurity issues.

- Providing training: offer best possible educational and hands-on experience to 
security personnel.

- Fostering sector partnerships: aid the ISAC/ISAO functions in industry sectors.



Source: Cyber Threat Intelligence Integration Center

Side Note: Sharing Intelligence Isn’t Easy



Houston: Critical Infrastructure Central
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